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Abstract—In this work, we present a deep learning based
Distributed Denial of Service (DDoS) detection system for next
generation Industrial Internet of things (IIoT). Next generation
IIoT stems from the fact that as 3GPP Release 16 is finalised
on July 2020, the need to achieve massive interconnection of
devices for IIOT scenario is now more urgent and critical.
Massive connection of devices for the industrial scenario or IIoT
is faced with security issues one of which is DDoS. The detection
system developed based on deep neural network (DNN) achieved
accuracy of 96%.

Index Terms—DDoS, DNN, IIoT, network traffic

I. INTRODUCTION

Internet of Things used for manufacturing or smart factory is
generally considered as Industrial Internet of Things (IIoT) [1].
Distributed Denial of Service (DDoS) and Denial of Service
(DoS) has been around for a while now. However, with the
continuous increase in [oT device and rising application to the
industry, the nature or approach of DDoS and DoS attacks are
evolving and need for enhanced approach to their detection
and mitigation. DDos impact the availability of data to end
users as attacker can be hidden making detection of DDoS
very difficult [2].

In recent time, deep learning approach to DDoS detec-
tion and mitigation is receving attention and becoming very
promising [2], [3]. In [2], authors based their DDoS detection
system on KDDCUP99, DAPRA and DDoS attack datsets.
In [3], convolutional neural network (CNN) was adopted to
mitigate DDoS attack for a 5G network. The limitations
however of this two papers is that in [2] and [4], authors relied
on datasets that was prevalent in 2016 but in our approach, we
adopted the CICDD0S2019 [5] [6] which is an updated dataset
that reflects the current and common attacks speculated to be
relevant to future generation IloT. Example of the recent DDoS
attacks include but not limited to PortMap, NetBIOS, LDAP,
MSSQL, UDP, UDP-Lag, SYN, NTP, DNS, and SNMP [7]
[8].

In this paper, our deep learning approach achieved an
accuracy of 96% which is above the 91% achived by [3]. The
combined advantage of our framework based on modern DDoS
attacks and accuracy makes the proposed idea a promising
solution. Chiefly, the major contribution of this paper is the

frame work for DDoS detection and mitigation to secure
IIoT using a DNN model with five hidden layers that yields
enhanced detection accuracy with reduction in computation
and time complexity. Following this section I (Introduction),
is Section I where we described the System model reflecting
the IIoT devices that are prone to DDoS or used as Zombies
to cause DDoS attacks to other IIoT devices. In Section III,
we described the performance of the DNN and show its
superior performance over the state-of the art. Section IV is
the conclusion of the paper.

II. SYSTEM MODEL

A. Deep Neural Network

This paper makes use of a simple DNN that consists of an
input layer, five hidden layers having 32 neurons respectively
and an output layer. The DNN was trained for 100 epochs and
since the dataset had over 700,000 rows, we had used a batch
size of 40.

B. Dataset

The CICDDo0S2019 [5] [6] dataset was used in training the
proposed model. The dataset consists of benign and various
common DDoS attacks and was collated for two days. For
simplicity purpose, we combined all DDoS attacks in the
dataset and opted for a binary classification, therefore a class
of 0 means no attack while 1 signifies a DDoS attack.

C. Detection Framework

We propose a model for the detection of DDoS in IIoTs
as seen in Fig 1. The detection model is mounted in the
base station (BS) as research has shown that it is better to
secure the BS instead of individual devices for Next-Gen IIoT
[9]. All network traffic is sent through the BS which has the
detection model installed. When these traffics gets to the BS,
the detection model checks for any DDoS attacks in real-time.
If an attack is detected the system automatically flags it and
drop all packest associated with it, but if the traffic is deemed
as normal or benign then the system continues working as
normal.

1232



2020

Y&
:(22

G

lloT devices

(R)

Base Station with the detection model

Fig. 1. System model depicting a base station servicing various IIoT devices
and installed with the detection model

III. PERFORMANCE EVALUATION

In determining the performance of any DNN model, paper
used evaluation metrics such as loss, accuracy ,recall fl-score,
confusion matrix and precision, are used. Our model recorded
a value of 93% for precision, 100% for recall and 96% for
fl-score. Furthermore, the recorded accuracy was 96.51% and
0.064 for loss. Figs 2, 4 and 3 gives a pictorial of the confusion
matrix, model accuracy and loss respectively.
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Fig. 3. Proposed scheme showing a minimal loss

IV. CONCLUSION

This paper implemented a DDoS attack detection for Next-
Gen IIoTs using a DNN model. The model was train using
CICDDo0S2019 dataset which to the best of our knowledge is
the latest compiled dataset for DDoS attacks. The Detection
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Fig. 4. Proposed scheme accuracy

model was mounted in a BS which is responsible for dissem-
inating traffic, and the model classifies a normal traffic as O
and a DDoS as 1. The model recorded a high accuracy of 96%
and with a low loss of 0.064 which makes the model suitable
for identifying and removing DDoS attacks from a network.
In no distant future, we aim to classify each individual DDoS
attack and also obtain a higher detection accuracy.
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